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Abstract—Computer network has been in increasingly rapid
development in recent years especially the prevalence of the
Internet. The information exchange and transmission among the
computers have become the inevitable trend in contemporary
society. At the same time, information security also becomes the
hot topic and is more significant in computer network. When the
problems of information security are emerging, it is a great
challenge that how to teach the knowledge and skills to the
students in different disciplines, which have close relationship to
information security. Distance learning is based on the
application of computer network and related technologies in
education field. Such teaching mode has higher efficiency
compared with the traditional teaching mode. Many universities
have adopted distance learning as one of the necessary solutions.
In this paper, we describe the overview of distance learning on
information security in Zhejiang University and share our
experience in the curriculum design and construction.
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. INTRODUCTION

Computer technology is in continuous progress. Computer
network and the Internet have become more and more popular
in recent years. More information is provided and shared
through computer technology and computer networks and the
Internet provide more convenient communication ways. At the
same time, they also bring the threats of information on
computers and networks including the Internet. The computers
have been widely used in industries, business and the daily life.

However, the computers and computer networks are not in safe.

As illustrated in [1], the infrastructure of the computer
networks is not designed for the security from the beginning.
How to protect the information security becomes more
important. Thus with the availability and popularity of network
technology and application, there has been an increasing
demand for the education of the concepts and skills in the area
of Information Security.

There are many universities, which have shared their
teaching experiences in information security education
including University of London, Carnegie Mellon University,
James Madison University, Purdue University and so on [3-6].

This work is supported by MOE Model Curriculum of China with granted
as “Information Security Management Curriculum”.

They described the curriculum design or the design of distance
learning platform according to their backgrounds in research
and the design target of the curriculum respectively. Their
experiences will provide the effective references for the other
universities, which have the potentials to design their own
curricula for information security education.

Distance learning has been proposed early [7] as a new
mode of education. With its powerful advantages with the
support of computer technology, distance learning offers a
platform for self-directed learning. This platform needs fewer
resources, saves in time and space, has instant content updating,
provides more convenience and it has higher efficiency
compared with the traditional mode of education. Distance
learning provides rich personalization and friendly interfaces to
the users. The students can carry on the study in the distributed
physical places. [8 - 10] also discussed on how to construct the
distance learning platform.

In this paper, we describe the curriculum construction of
information security in Zhejiang University. The architecture
of this curriculum has been designed first and the remote
learning has been taken into accounts. At the same time, a
specific distance learning platform is designed and
implemented for this curriculum. The design of the curriculum
and the remote platform are complementary to each other.

The paper is organized as follows. Section 2 describes the
targets of information security curriculum in Zhejiang
University. Section 3 depicts curriculum design. Section 4
depicts our distance learning platform for this curriculum.
Section 5 shows the teaching effects of this curriculum in
Zhejiang University. Section 6 offers conclusions.

II.  TARGETS OF INFORMATION SECURITY CURRICULUM IN
ZHEJIANG UNIVERSITY

Information security is not a new subject for information
security always plays an important role with the computers
emerged. It covers a wide range area of computer sciences,
communications, electronics, mathematics, physics, law and
education. At the same time, new concepts, methods and
technologies continue to arise. Basically topics in information
security education include security policies and standards,
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computer security model, firewalls, network intrusion detection
[11], denial of service (DoS) and distributed denial of service
(DDoS) attacks, detection and protection, computer
cryptography, virus propagation and protection, traffic analysis,
secure routing protocols, hacking technology, e-commerce
security and advanced techniques for reacting to network
attacks [12]. Increased levels of risks and threats are emerged
with the rapid growth in utilization of computer network
technology and the globalization of the information
environment. Information security based education is now the
focus according to increasingly widely used computers and
related devices. All these factors decide that the information
security education must be designed carefully. [13 - 17]
focused on information security education and discussed on
how to design the information security curriculum for different
aspects of information security.

As information security curriculum is constructed in
Zhejiang University, the targets of this curriculum are proposed
first. This course is mainly for adult education of the students
who will confront the information threat in the future. Learning
information security curriculum enables the students to master
the application of information security knowledge and partial
practical skills of information security systems. The main
contents of information security curriculum include theoretical
and technical knowledge of information security systems,
physical security and hardware technology, computer security
technology (cryptographic identity authentication and data
encryption), network security technology, software security
technologies (operating system, databases, application software
security), as well as the related technology infrastructure in the
e-commerce. Through learning this curriculum, the students
can understand and grasp security technology and the current
problems in information security system. And through the
practical case studies, the students can learn how to find
potential safety problems in the security system and improve
the information security system.

I1l.  INFORMATION SECURITY CURRICULUM DESIGN

This curriculum is the professional foundation of e-
commerce, information management and information systems
majors. In these majors, although introducing the large scale of
information security curriculum will increase the complexity of
the contents of these majors, this will also help the students
prevent the potential attacks and threats. There is no need to
teach the underlying principles of information security at the
point of view of computer science to the students. The students
should master the practical skills and related theories to protect
important information. This curriculum has been opened since
2003.

A. The Teaching Contents and Arrangement

This curriculum covers the basic principles of information
security. According to our curriculum targets, the theory
knowledge of whole curriculum consists of security policy,
information management, secure computing systems, network
security and cryptography etc. The whole teaching contents
and arrangement of this curriculum is shown in Figure 1.

Introduction of Computer Security

Information Security Model Hacking Technology

Computer Cryptography

Security Policies and Operating System Communications

Intrusion Detection

Standards Security Model Security
Computer Enylronment Operating _System Internet Protocol E-commerce Security
Security Security Security

Computer Reliability

Design Firewall

Computer Viruses Security Management

Figure 1. Teaching contents arrangement

B. Curriculum Resources

Information security curriculum is a very important
professional curriculum, with the features of content update
instantly and covering a wide range of knowledge points. We
provide rich types of curriculum resources to enable the
students to learn in better way for information security
curriculum. The resources are open to all the students.

e  Multimedia Courseware: The curriculum provides 32
credit hours of multimedia courseware, and each
chapter provides the corresponding courseware of the
difficult knowledge points.

e Experimental practice: There is also experimental
practice. This curriculum provides videos of the
experimental practice.

e Case discussion: This curriculum provides text and
video of case discussion.

e  Textbook: Some books are selected as the textbook and
the references.

e Rich types of additional teaching and learning
materials: It is certain that many domestic and foreign
universities open their information security related
curricula. We provide these materials to help the
students deepen their understanding of curriculum
contents.

e Teaching and learning environment.

C. Teaching Methods

Practical cases will be taught to the students on the network
platform. The teachers will try their best to avoid the pure
theoretical preaching in our curriculum. The cases in real world
will be selected and adapted as the example cases. For example,
we will tell the students about the attacks on windows series
operating systems and we actually attack the computers which
did not install patches in operating system on the network.

Our curriculum will stimulate students’ interest in learning
and cultivate students’ self-learning ability. We arrange some
problems for the students to think and discuss. The following
cases are the potential problems: why the operating system has
to be patched from time to time? What are the differences
between the different digital signatures? How to design a
secure system to protect the database? We hope the students
can have more interests during the thinking and discussion.
And when the students confront new problems, they can
provide their own solutions according to their own concepts.
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We also provide BBS symposium. The teachers will
publish some special topics and the students can discuss these
topics online. The students can also obtain online guidance
from the teachers. At the same time, the teachers and the
students can have mutual exchange during the learning process.
The students can learn the knowledge by themselves through
the network. When they meet some problems which they can
not solve, they can resort to the help from the teachers. The
teachers can also supervise the teachers when they find that
there are some errors from the students.

D. Learning Evaluation

The learning results of the students will be strictly
evaluated according to the assignments, BBS discussion, the
hands-on labs and the final examinations. They have different
proportions in the final access. This evaluation method can
avoid the bad study habits of the students. They can not try to
pass the examinations through the temporary hard study before
the examinations and have to study step by step. This can lead
the students to participate actively in collaborative learning and
engage in self-learning to achieve good learning results.

IV. DISTANCE LEARNING PLATFORM DESIGN

A. Platform Architecture

We design a distance learning platform for the students as
shown in Figure 2. The distance learning platform consists of
the web server and the uses terminals which can access web
server through VPN service. Zhejiang University has
constructed network in different campuses and provided VPN
service to the teachers and the students. The students can
browse curriculum contents and communicate with each other
on this platform. The curriculum contents can be accessed by
the students and modified by the teachers. So this platform is
very suitable for distance learning.

B. The Characteristics of the Learning Platform

We design the interfaces of this learning platform guided
by the principles of human-computer interaction to embody the
features of aesthetics, availability and convenience.

1) The human-computer interaction features of the
learning platform

e Network: This curriculum is constructed based on the

Internet. The students can access the Internet to learn

the teaching contents. This curriculum also provides

the students with various learning resources through

Internet, including a variety links of learning resources,

courseware, teaching videos, experimental

demonstration videos. At the same time, interactive
services are also provided, for example, BBS.

e Multimedia: This curriculum uses the multimedia
technology to provide the students with a variety of
visual teaching resources, including teaching videos,
experimental demonstration videos, security case
videos and other related videos. This curriculum not
only provides the students with fruitful text materials,
but also provides a variety of multimedia materials.

These multimedia resources will help the students
during the learning.

Interaction: We have developed an online interaction
platform including Q&A, hands-on labs, practice and
test modules for students. These modules provide the
students with necessary ways for the feedback, self-
training, thinking and improvement. The teachers can
also understand the difficulties which the students may
encounter during the learning process. At the same
time, the curriculum also provides the corresponding
curriculum cross-platform BBS for communications
between students and teachers.

S
Campus Network ‘§

Web Server

Figure 2. Distance learning platform

Open: This curriculum enhances the students’
understanding of information security through the case
discussion, study groups, online Q&A and BBS. The
students can freely express their views of the
curriculum and learning problems on the BBS, and can
provide enough feedbacks to the teachers to improve
the teaching.

2) The technical characteristics of the learning platform.

Reasonable interface  design:  Human-computer
interface engineers provide a lot of recommendations
for webpage design. And these engineers explore and
optimize the capacity of interface information, color
matching and information layout. Curriculum
designers sort the curriculum contents, and the main
contents are shown on the location of eye-catching.

Online service of help, navigation and search: This
curriculum provides a clear navigation to guide the
students in the entire learning process. Each knowledge
point is provided detailed study guidance. The entire
website has the search function to help the students
find the required resources.

This learning platform uses “PHP + MYSQL” as the
core technology: PHP scripting language now is a very
popular scripting language of the web development.
We can provide complete functional modules through
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this language and we can also a good security
performance. The server system can run under not only
the windows based system, but also some other
mainstream operating systems. MYSQL database is an
open-source database system. The users can use it free
of charges, and completely not have to worry about the
problem of authorization.

e Meeting the CELTS criteria: Our distance learning
platform and network curriculum can meet the CELTS
criteria, which is the standard designed and published
by the Ministry of Education of China. The distance
learning platform we developed has passed the
standard CELTS certification, and is in line with the 11
released standards of CELTS. And this curriculum is
organized as chapter-section-unit architecture. The
development of knowledge points follows CELTS-3
criteria.

V. TEACHING EFFECTS

We have conducted a comprehensive survey for the
satisfaction degree of the students on the learning platform
when they finish the curriculum. A total of 3827 students have
participated in the investigation. In the investigation, about
27.0% is “very satisfied”, 57.8% is “general satisfaction” and
the overall satisfaction rate is 84.8%.

The main reasons of the achievements consist of two
aspects. First, the curriculum design and the online platform
can meet the requirements from the students. The curriculum
provides different resources to support the students’ study
including online resources, teaching videos, learning guidance
etc. The teachers can help the students solve the problems
emerged during the learning. The students are interesting in the
curriculum. Second, the sufficient mutual exchange between
the teachers and the students make the teaching of the teachers
and the learning of the students is able to complement each
other.

VI. CONCLUSIONS AND FUTURE WORK

With the wide utilization of information technology and the
emergence of the information era, information itself has
become an important strategic resource. Information security
plays a very important role under such environment. There has
been increasingly wide demand for information security
education for the protection of information. Distance learning,
which is the application of computer technology and network
technology, provides an efficient solution to this problem. In
this paper, we share our experiences in designing an
information security curriculum based on the networking
technology. We have developed an online distance learning
platform for this curriculum. The survey in the students shows
that the teaching effects are satisfied.

Information security will always be important. And the
related technologies will also be in continuous development. In
the future, we will continue in constructing our curriculum and
improving the online platform including teaching contents

update, teaching method reform, and the other important
factors in teaching.
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